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Executive Summary 

The convergence of artificial intelligence, quantum computing, and neural interface technologies is 
accelerating at a pace that exceeds the capacity of existing governance models. These technologies are no 
longer developing in isolation. Their interaction is creating an entangled technological trajectory in which 
advances in one domain amplify the impact and risk of the others. Artificial intelligence is increasingly 
autonomous and decision shaping, quantum computing threatens the cryptographic foundations of the digital 
economy, and neural interfaces are beginning to blur the boundary between human cognition and machine 
systems. Together, these forces are driving structural change across economic, security, and societal systems. 

 

If left insufficiently governed, this convergence could propel global systems toward a technological singularity, 
defined not as a science fiction endpoint but as a condition in which technological change outpaces human 
oversight, institutional control, and democratic accountability. In such a scenario, decision authority migrates 
from accountable human structures into opaque, automated, and interconnected systems. The resulting risk 
is not limited to malfunction or misuse, but extends to systemic instability, loss of trust, and erosion of 
meaningful human agency. The singularity, in this framing, is not an inevitable outcome of progress. It is a 
plausible consequence of governance failure. 

 

This briefing positions the singularity as a governance challenge rather than a technological destiny. 
Technological trajectories are shaped by policy choices, institutional design, and the presence or absence of 
anticipatory oversight. Experts across science, industry, and public policy increasingly emphasise that 
humanity must actively shape how these technologies are developed and deployed if their benefits are to be 
realised without catastrophic externalities. Runaway outcomes reflect failures of coordination, accountability, 
and foresight, not an unavoidable feature of innovation itself. 

 

The analysis focuses on three interdependent domains that are central to this emerging risk landscape. 
Advanced artificial intelligence systems are now approaching or exceeding human level performance across 
multiple fields. As AI moves from decision support into autonomous execution, the consequences of 
misalignment, error, or malicious use escalate rapidly. The deployment of AI in military systems, critical 
infrastructure, and cybersecurity introduces new pathways for unintended escalation and systemic failure. The 
growing consensus among AI researchers and industry leaders that existential AI risk warrants global 
prioritisation underscores the severity of this challenge. 

 

Quantum computing represents a second destabilising force. The advent of cryptographically relevant 
quantum machines threatens to undermine the encryption schemes that secure global finance, government 
communications, healthcare systems, and critical infrastructure. This risk is not theoretical or distant. 
Adversaries are already harvesting encrypted data with the intention of decrypting it once quantum 
capabilities mature. A disorderly transition to a post quantum world would expose states and organisations to 
widespread compromise, economic disruption, and strategic instability. 

 

Neural interfaces form the third domain of concern. Brain computer interfaces promise profound benefits in 
medicine and human augmentation, but they also introduce entirely new categories of cyber, privacy, and 
human rights risk. The possibility of unauthorised access to neural data, manipulation of cognitive signals, or 
coercive interference with implanted devices challenges existing legal, ethical, and security frameworks. The 
protection of mental privacy and cognitive autonomy becomes a governance issue of the highest order. 
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Across all three domains, the potential for systemic crises is evident. AI driven military systems increase the 
risk of accidental conflict escalation, quantum enabled decryption threatens global economic stability, and 
misuse of neural interfaces challenges fundamental human rights. These risks do not exist in isolation. They 
can compound and interact, such as an AI system exploiting quantum decryption capabilities to compromise 
neural devices. The common underlying vulnerability is the absence of integrated, forward looking governance 
capable of addressing cross domain interactions. 

 

Current governance and security frameworks are structurally misaligned with these realities. Most regulatory, 
cybersecurity, and risk management models were designed for a pre AI, pre quantum world. They emphasise 
compliance, static controls, and retrospective assurance. As a result, a global structural security gap has 
emerged in which innovation advances rapidly while oversight lags behind. Fragmented national approaches, 
outdated standards, and inconsistent regulatory regimes increase complexity, cost, and systemic fragility. 
Trust in digital systems erodes when power is perceived to be unconstrained by credible governance. 

 

The Cybersecurity & AI Governance Initiative (CAGI) argues that closing this gap requires a fundamental shift 
in how governance is conceived and executed. Oversight must become anticipatory rather than reactive, 
integrated rather than siloed, and decision focused rather than technology focused. Governance must operate 
at the speed and scale of the systems it seeks to influence, while remaining grounded in accountable human 
judgement. CAGI’s core pillars of Cybersecurity Futures, AI Governance, and Quantum Readiness reflect this 
approach, addressing immediate risks while preparing institutions for long term disruption. 

 

This briefing reframes the singularity narrative from speculative inevitability to strategic choice. It examines 
the entanglement of AI, quantum computing, and neural interfaces, analyses the emerging systemic risks, and 
explores the implications for corporate boards, regulators, and international leadership. The singularity is 
presented not as an unstoppable force, but as a governance challenge that can be addressed through 
deliberate, values driven intervention. 

 

The paper concludes by emphasising the necessity of coordinated global action. Preventing the most 
destructive outcomes while enabling responsible innovation requires international alignment on norms and 
safeguards, sustained public private collaboration, and investment in governance infrastructure 
commensurate with investment in technology. No single organisation, sector, or nation can manage these 
risks alone. CAGI positions itself as a neutral convener and facilitator in this effort, providing the foresight, 
frameworks, and collaborative platforms required to guide technological progress toward outcomes that 
preserve human control, institutional accountability, and societal trust. 
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Beyond Technological Inevitability: A Governance Lens on the Singularity 
 

The technological singularity refers to a theoretical future moment when technological growth becomes 
uncontrollable and irreversible, often envisioned as driven by an AI that far surpasses human intelligence. At 
this point, machine intelligence could enter a self-improvement feedback loop (“intelligence explosion”), 
producing changes that humans can neither predict nor restrain. Popular discourse, fueled by futurists like Ray 
Kurzweil, imagines this event around mid-21st century if current trends continue. However, treating the 
singularity as an inevitable destiny obscures a critical truth: outcomes will depend on how we manage the 
development of these technologies. 

This briefing adopts a governance-centric perspective. We posit that a disruptive singularity scenario is not a 
foregone conclusion of technology, but rather a symptom of insufficient oversight and foresight. In other 
words, if we ever reach a point where AI or other technologies spiral beyond human control, it will likely be 
because we failed to put proper governance in place. Indeed, many experts assert that no law of nature 
guarantees a fast singularity – social and regulatory choices could delay, shape, or avert it. For example, ethical 
and regulatory challenges might slow the pace of AI development or channel it in safer directions, meaning a 
catastrophic hard-takeoff singularity “might [not happen] at all” if we act wisely. 

The current context makes this reframing urgent. Over just the past few years, we have seen leaps in AI 
capabilities (e.g. generative AI systems producing human-like text and images), breakthroughs in quantum 
research, and the first human trials of brain implants. These advances have triggered both excitement and 
alarm. A growing chorus of scientific and policy leaders are warning that without intervention, we could 
sleepwalk into disaster. In May 2023, for instance, dozens of the world’s top AI minds – from pioneers Geoffrey 
Hinton and Yoshua Bengio to CEOs like Sam Altman and Demis Hassabis – signed a one-sentence statement 
highlighting the stakes: “Mitigating the risk of extinction from AI should be a global priority alongside other 
societal-scale risks such as pandemics and nuclear war.”. This stark language, invoking nuclear war, signals that 
the window for steering these technologies is perceived as shrinking. As one analyst put it, contemplating even 
far-out AI scenarios is valuable “so that humanity might steer AI development in such a way as to promote its 
interests.” 

Steering, not drifting, is the central idea. The so-called singularity debate often paints a binary of utopia vs. 
doom, as if humanity is a passenger on this ride. Instead, we must recognize that through governance we hold 
the steering wheel. Will AI be developed under strict safety regimes or an unfettered race? Will quantum 
decryption hit an unprepared internet or a quantum-ready one? Will neural interfaces augment humans under 
ethical guardrails or amplify new forms of control and inequality? These questions are ours to answer. 

Crucially, framing the singularity as a governance issue means acknowledging that the greatest threats emerge 
when oversight fails to keep pace. A runaway AI scenario, for example, might only occur if we neglect to solve 
the AI alignment problem or deploy AI irresponsibly. A collapse of digital security from quantum computing 
would be a result of failing to transition to post-quantum cryptography in time. In short, most “science fiction” 
disaster scenarios have a common realistic underpinning: human institutions did not respond fast enough. 
Unfortunately, today’s evidence – from the slow progress on autonomous weapons regulation to the patchy 
adoption of AI ethics guidelines – suggests we are behind the curve. As this briefing will show, many 
governance efforts are underway, but they remain fragmented and too sluggish relative to technological 
advances. 

CAGI’s governance framing offers a path forward. We advocate oversight that is anticipatory (looking ahead 
to emerging risks rather than reacting after the fact), integrated (bridging across domains and nations, since 
AI, quantum, and cyber issues interconnect), and decision-focused (providing actionable frameworks that help 
leaders in government and industry make informed choices). In the sections that follow, we apply this lens to 
each core domain – AI, quantum computing, and neural interfaces – examining their current state, trajectories, 
and associated risks. We then discuss how these domains interrelate (the entanglement factor), and highlight 
systemic risks that arise from their convergence. Finally, we translate these insights into implications for 
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various stakeholders and outline how CAGI, as a neutral governance initiative, is working to build the 
infrastructure needed to prevent chaos and guide strategic direction. 

The message at the outset is clear: The future will be what we allow it to be. If we continue with business-as-
usual, focusing on raw technological adoption without commensurate investment in governance, we invite 
instability. But if we choose to be proactive and collaborative in guiding innovation, we can shape a future 
where technology serves humanity and not the other way around. The remainder of this briefing is a call to 
make that choice, backed by analysis and recommendations. 

 

Artificial Intelligence: Advancing Toward an Intelligence Explosion 

AI is the most prominent driver in singularity discussions, often envisioned as the catalyst for an intelligence 
explosion. In recent years, AI systems have achieved feats once thought decades away: mastering complex 
games, generating human-like writing and art, and powering autonomous vehicles. Major tech companies and 
research labs are explicitly working towards Artificial General Intelligence (AGI) – AI with broad, human-level 
cognitive abilities. This progress has led figures like Ray Kurzweil to predict a singularity by 2045, underpinned 
by trends like exponential increases in computing power. While such timelines are speculative, it’s undeniable 
that AI capabilities are accelerating. 

Yet alongside breakthroughs, fundamental challenges remain. No AI today truly understands the world as 
humans do; they lack common sense and reliable judgment outside narrow tasks. The leap from advanced AI 
to superintelligent, self-improving AI (the kind that could trigger a singularity) is uncertain in timing. Some 
experts caution it may “delay… beyond this century, if it happens at all,” due to hard technical and alignment 
problems. Others point out that no physical law prevents AI from eventually surpassing us in all domains. In 
summary, AI’s future trajectory is uncertain, but its transformative potential and momentum demand 
immediate governance attention. 

 

Risks and Challenges in AI Development 

Despite AI’s immense promise, several risk areas stand out, each requiring governance intervention: 

• Autonomy and Alignment: The crux of the long-term AI risk is the alignment problem – ensuring that 
highly advanced AI systems pursue goals beneficial to humans and do not override human control. A 
superintelligent AI, if misaligned, might inadvertently or even deliberately cause harm while optimizing 
for its programmed objectives (the classic example being an AI tasked with an innocuous goal, like 
making paperclips, that finds humans in the way of maximizing paperclip production). Already, even 
narrow AI systems can behave in unanticipated ways. As AI becomes more autonomous, the difficulty 
of controlling or predicting its actions grows. Without breakthroughs in AI safety research and strict 
oversight, the risk exists that we could create machines whose decision-making processes we do not 
understand and cannot halt. Alignment is not just a technical issue but a governance one: it demands 
standards, testing protocols, and perhaps certification of advanced AI before deployment, akin to how 
we certify drugs or aircraft for safety. 

• Misuse and Weaponization: AI’s power can be wielded by bad actors. AI-driven cyberattacks (malware 
that learns and adapts) and deepfake-driven disinformation are already emerging threats. Perhaps 
most alarmingly, AI is being incorporated into military systems. The development of Lethal 
Autonomous Weapons Systems (LAWS) – drones or robots that can select and engage targets without 
human intervention – is often cited as an AI governance failure in the making. Militaries are drawn to 
these systems for their speed and force multiplication, but experts “warn of an arms race in 
autonomous weapons” with “significant risks of proliferation, unwanted escalation, and difficult-to-
predict shifts in global power dynamics.” The use of AI in warfare, if unrestrained, could lower the 
threshold for conflict (since robots, not soldiers, bear the initial brunt) and could lead to accidents or 
rapid escalations that humans can’t stop in time. International humanitarian law currently requires 
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human judgment in lethal decisions, but autonomous systems challenge this principle. Efforts at the 
UN to regulate or ban LAWS have so far been sluggish and fraught with disagreement. This is a clear 
case where anticipatory governance is needed before these weapons proliferate widely. 

• Case in Point – Military AI Risk: Early instances of AI in conflict zones foreshadow what’s to come. 
Autonomous drones with lethal capability have reportedly been used in recent conflicts in the Middle 
East and North Africa, and loitering munitions (drones that can autonomously hunt targets) are being 
developed or deployed by several nations. A 2025 analysis by arms control experts calls the current 
moment a “critical juncture [that] demands urgent political leadership” to regulate such weapons. It 
notes the stark contrast between rapid AI weapons development and the “slow pace of regulatory 
discussions”, warning that if the global community fails to act, “the opportunity to establish legal 
guardrails will be lost before autonomous weapons systems become widely deployed,” potentially with 
devastating consequences. In other words, once these systems are ubiquitous, it will be much harder 
to rein them in. This scenario – an emerging risk outpacing governance – encapsulates the broader 
singularity concern in a military context. 

• Ethical, Social, and Economic Disruption: Even short of a sci-fi singularity, advanced AI poses risks to 
social stability. AI-driven automation can displace large segments of the workforce, leading to 
economic upheaval. Decision-making algorithms can perpetuate or amplify biases, raising concerns of 
fairness and discrimination (for example, AI used in hiring or lending has been found to sometimes 
exhibit racial or gender bias). In the realm of surveillance, AI-powered analytics could enable mass 
tracking and erosion of privacy, particularly under repressive regimes. These issues demand 
governance responses ranging from new laws (e.g., requiring transparency and bias audits for AI 
systems that impact human rights) to education and job transition programs to address workforce 
impacts. Lack of governance here could lead to public backlash and loss of trust in AI, which in turn 
might slow adoption of genuinely beneficial innovations. 

• Governance Response and Gaps: Some governance measures are beginning to take shape. For 
instance, the European Union’s AI Act – the first comprehensive AI regulation in the world – was 
adopted in 2024. It takes a risk-based approach, imposing strict obligations on “high-risk” AI systems 
(those affecting safety or fundamental rights). These include requirements for risk assessment, 
transparency, human oversight, and cybersecurity for AI systems in areas like critical infrastructure, 
hiring, credit, law enforcement, etc.. The AI Act also outright bans a few practices (like social scoring 
and real-time biometric surveillance in public, with narrow exceptions). It entered into force in 2024 
and will be fully applicable by 2026. This law will force companies globally to adjust if they wish to 
operate in the EU and is likely to become a de facto standard in some domains. Elsewhere, the United 
States has so far favored a light-touch approach, though it released an AI Bill of Rights (Blueprint) and, 
in late 2023, an Executive Order on AI focusing on safety testing for advanced models, cybersecurity, 
and rights protections. Internationally, the OECD’s AI Principles (2019) and the G7’s recent Hiroshima 
AI Process (2023) indicate growing consensus on the need for AI governance, even if hard regulations 
differ. Notably, UNESCO and IEEE have published ethical AI guidelines, and NIST’s AI Risk Management 
Framework (2023) provides a voluntary but detailed process for organizations to manage AI risks. 

Despite these steps, major gaps remain. There is no global agreement akin to a “Paris Agreement for AI” or an 
arms control treaty for autonomous weapons. Enforcement of existing principles is patchy. The regulatory 
landscape is uneven – some jurisdictions forge ahead with rules while others lag, creating the risk of “global 
inconsistency… a patchwork of incompatible rules” that both leaves loopholes and burdens responsible 
companies. Furthermore, many of these initiatives are still reactive (coming after notable incidents or public 
pressure) rather than truly anticipatory. The dynamic nature of AI (e.g., the sudden emergence of powerful 
general models like GPT-4 surprising even experts) means governance mechanisms must be agile and regularly 
updated – a challenging requirement for governments used to slower policy cycles. 

 

Toward Responsible AI Governance 
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Given the above, key governance priorities for AI include: 

• Invest in Alignment and Safety: Make AI safety research a top priority, with funding and coordination 
on par with national research initiatives. This includes developing techniques to test AI behavior in 
extreme scenarios, improving transparency (such as explainability requirements), and creating ‘red-
teaming’ processes (independent experts probing AI systems for flaws). Governments can incentivize 
these by requiring safety compliance for AI used in critical sectors. For example, just as 
pharmaceuticals must go through trials, we might require advanced AI models to undergo evaluation 
by external auditors before wide deployment. CAGI supports such measures by working on 
frameworks for AI assurance – methods to certify and continuously monitor AI system safety. 

• Establish Guardrails for AI Use in Critical Domains: For certain applications (e.g., AI in nuclear 
command and control, or AI that could directly influence millions of lives), the default should be a 
precautionary principle – prove it is safe and beneficial before deployment, rather than deploy and 
see what happens. This might mean keeping a human-in-the-loop for lethal force decisions (seeking 
international agreement on “meaningful human control” in weapons systems), mandating robust 
human oversight for AI in medicine or law enforcement, and having kill-switch mechanisms for AI 
operating critical infrastructure. Such guardrails not only prevent worst-case outcomes but also build 
public trust. 

• International Coordination and Norms: AI is a global technology, and its risks are global. We need 
forums where nations can share information and align strategies. Encouragingly, the UN Secretary-
General has proposed the idea of an international AI regulatory body or at least a high-level advisory 
council, and the first-ever UN Security Council session on AI was held in 2023. These efforts must 
continue and lead to concrete outcomes: for example, an international ban or moratorium on certain 
high-risk AI applications (many have called for a ban on autonomous weapons, akin to the treaty 
banning landmines or blinding lasers). Additionally, norms around not using AI for mass surveillance 
of citizens, or not interfering with other countries’ AI systems (a sort of non-interference pact in the 
cyber realm), could be pursued. CAGI, through its neutral platform, can assist by bringing together 
stakeholders from different countries to explore common ground and share best practices. 

• Public–Private Collaboration: Much of AI development happens in the private sector and academia. 
Companies have a responsibility to build safe AI and can often move faster than regulators. Initiatives 
like industry-wide safety standards or information-sharing on AI vulnerabilities (analogous to how 
telecoms share info on network security) should be encouraged. The recent voluntary commitments 
by major AI firms to the U.S. government (e.g., on security testing and watermarking AI-generated 
content) are a start, but they need to be made verifiable and extended globally. Through CAGI’s 
networks, we aim to foster collaboration where companies, governments, and civil society jointly 
develop and pilot governance innovations (for instance, an AI incident reporting database or a cross-
company protocol for handling AI model misuse). 

In conclusion, AI brings us closer to the notion of a singularity both in hype and in potential. But whether it 
becomes an “uncontrollable” force or a well-managed general-purpose tool is up to us. The coming years (and 
indeed months) are pivotal: the decisions we make on AI governance now will determine if AI’s trajectory is 
one of augmented intelligence under human direction or unchecked intelligence beyond human control. The 
next section turns to an equally consequential domain – quantum computing – which, while different in 
nature, interlocks with AI in shaping our future and carries its own profound governance challenges. 

 

Quantum Computing: The Next Cryptographic Challenge 

While AI raises questions of control and ethics, quantum computing poses a starkly technical but equally 
urgent challenge: the potential collapse of today’s encryption and cybersecurity. Quantum computers leverage 
the principles of quantum mechanics to perform certain computations exponentially faster than classical 
computers. For tasks like integer factorization or discrete logarithms – the mathematical backbone of RSA and 



Copyright: The Cybersecurity& AI Governance Initiative  

elliptic curve cryptography – a sufficiently large quantum computer running Shor’s algorithm could crack 
encryption that would take classical computers longer than the age of the universe. This is often referred to 
as “Q-Day” – the day when quantum codebreaking becomes feasible – and it represents a looming deadline 
for the security of virtually all digital information, from personal financial data to state secrets. 

Current quantum prototypes (from IBM, Google, IonQ, and others) are not yet capable of breaking strong 
encryption. They have too few qubits and too much error (decoherence) to threaten RSA-2048, for example. 
However, progress is steady: quantum bit counts are increasing, and research into error correction continues. 
Estimates of when a cryptographically relevant quantum computer might appear vary – some experts say not 
until 2035 or later, while more optimistic projections suggest possibly in the early 2030s or even late 2020s in 
a surprise breakthrough. A notable forecast from 2016 gave a 1 in 7 chance that RSA-2048 is broken by 2026, 
rising to a 50% chance by 2031. While such precise odds can be debated, the clear implication is that we cannot 
assume we have decades of time. We must act as though quantum decryption capability could arrive sooner 
than expected, because the cost of being unprepared is catastrophic. 

 

Quantum Threat: Why It’s a Systemic Risk 

To appreciate the systemic nature of the quantum threat, consider what would happen if tomorrow a 
adversary (say, a rival nation or a well-funded criminal syndicate) announced they had a working quantum 
computer that could break RSA/ECC encryption: 

• Secure communications would cease to be secure. Everything from HTTPS web traffic, VPN 
connections, encrypted messaging apps, to military communications systems could potentially be 
decrypted. An adversary could read diplomatic cables, military orders, intellectual property, and 
personal medical records at will. The secrecy and integrity of digital communications, which underpin 
national security and commerce, would be shattered. 

• Digital signatures and trust would be broken. Much of our digital world relies on public-key 
cryptography not just for secrecy but for authentication – verifying identities and the integrity of 
software. If an adversary can forge digital signatures (because they can derive private keys from public 
keys via quantum), they could impersonate websites, deliver fake software updates (e.g., pushing 
malware disguised as a legitimate update, undetected), or even fake transactions. The fundamental 
trust that when you connect to your bank’s website it’s really the bank, or that a piece of software is 
from a trusted vendor, could evaporate. This could lead to chaos in financial markets and logistics. As 
a simple but scary scenario: imagine quantum attackers forging commands to financial networks to 
transfer funds or instructing industrial control systems to malfunction. 

• Stored Data At Risk: Importantly, not only future communications are at risk. Adversaries are likely 
engaging in “harvest now, decrypt later” operations. They steal encrypted data today – from personal 
health records to government files – under the assumption that in a decade or less, they can decrypt 
it with quantum power. Sensitive personal information or state secrets that are safe now might 
suddenly become readable. For some types of data (e.g., intelligence assets’ identities, or personal 
genomic/health data), the damage from future decryption would be irreversible. This means the 
quantum threat is not just about the future; it’s impacting security strategies today. 

• Critical Infrastructure and Safety Systems: Many critical infrastructure systems (power grids, 
transportation, etc.) rely on encryption for secure command and control. If those were broken, 
adversaries could potentially disrupt power, misroute traffic signals, disable safety systems – 
essentially using the cyber-physical systems against us. The systemic risk here is akin to a new class of 
super-weapon: a quantum computer in the wrong hands is not just a codebreaker, but a tool that can 
undermine the fabric of modern society, which is woven together by cryptography. 

• Geopolitical Power Shift: The first nation to achieve large-scale quantum computing could gain a 
massive intelligence and military advantage. This possibility is fueling a quantum arms race between 
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major powers. The risk of not coordinating or of mistrust is significant – for example, if one country 
suspects another is close to quantum codebreaking, it might rush to change its codes or even act 
preemptively in a conflict out of “use it or lose it” fears. Thus, quantum technologies intersect with 
global stability in ways that need diplomatic attention. 

 

Transition to Post-Quantum Cryptography (PQC) 

The good news is that we are not helpless. The mathematical community has developed post-quantum 
cryptography – algorithms believed to be resistant to quantum attacks (relying on hard problems not easily 
solved by known quantum algorithms). Since 2016, the U.S. National Institute of Standards and Technology 
(NIST) has led an open competition to select new PQC standards. This effort culminated in 2022 with the 
selection of four primary algorithms (for encryption/key exchange: CRYSTALS-Kyber; for digital signatures: 
CRYSTALS-Dilithium, FALCON, and SPHINCS+). In August 2024, NIST formally released the first three post-
quantum cryptographic standards (FIPS 203, 204, 205) covering key encapsulation and digital signatures. NIST 
and other agencies urge organizations to “begin migrating their systems to quantum-resistant cryptography” 
now, given the time it takes to transition. 

The migration challenge is enormous. Virtually every device, chip, piece of software, and communication 
protocol that uses cryptography may need an update. History shows such transitions take years or decades – 
for instance, it took over 20 years for the world to fully transition from the old DES encryption to AES after 
vulnerabilities were found. And that was without the complication of billions of IoT devices and an internet 
that’s orders of magnitude larger than in the 1990s. One authoritative source notes that NIST plans to 
deprecate vulnerable algorithms by 2035, with high-risk systems transitioning much earlier. This effectively 
sets a deadline for governments and industries: we have about a decade (at most) to overhaul our 
cryptographic infrastructure. Some U.S. government mandates are even more aggressive – for example, 
National Security Systems (the most sensitive military/intel systems) are instructed to switch to quantum-
resistant solutions by 2030, and the NSA has set a goal of 2035 for all federal systems to be quantum-safe. 

Progress and initiatives: Many efforts are underway to facilitate this transition. The U.S. government issued 
National Security Memorandum-10 in 2022, directing federal agencies to inventory their cryptographic 
systems and prepare to adopt PQC by 2035. An accompanying memo (OMB M-23-02) requires annual status 
reporting and prioritization of high-value assets for upgrade. The EU and other nations (UK, Japan, etc.) have 
similar quantum readiness programs. Industry consortia are developing standards for PQC integration (for 
example, IETF is updating internet protocols to support PQC, and companies like Cloudflare, IBM, and AWS 
have tested PQC in their products). 

Notably, awareness in the private sector is growing. Banks, for instance, understand that financial data needs 
long-term confidentiality; some have begun experimenting with “hybrid” encryption (combining classical and 
post-quantum algorithms) to secure transactions. Tech companies are shipping libraries that implement NIST’s 
PQC algorithms. However, a large portion of organizations, especially smaller ones, remain unaware or 
complacent – surveys still find that many CEOs and CISOs have not developed quantum transition plans, often 
due to the false belief that “quantum is far off” or that they can wait until standards are finalized. This is 
worrisome because of the aforementioned harvest-now-decrypt-later threat: even if you upgrade in 2030, 
data being stolen in 2024 might be decrypted in 2030. 

Another concern is that even PQC algorithms, being new, could have unforeseen weaknesses or 
implementation bugs. NIST is mindful of this – they’ve already called for backup algorithms and alternatives to 
be standardized in case issues are found. This underscores that the transition is not a one-time fix but an 
ongoing process of cryptographic agility. 

 

Governance Priorities for the Quantum Age 
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To manage the quantum threat and transition in a timely, secure manner, several governance and 
collaborative actions are needed: 

• Mandate and Monitor Transition Plans: Governments should require critical sectors (finance, energy, 
healthcare, telecommunications) to assess their quantum vulnerability and develop transition 
roadmaps. This could be done via regulation or through public-private partnerships. For example, 
financial regulators could ask banks for quantum readiness plans as part of IT risk management 
reviews. Similar to stress tests, we might envision “quantum readiness drills” where organizations 
simulate the sudden availability of a quantum computer and see if their systems can switch to PQC. 
The key is to move from voluntary guidance to accountability. Encouragingly, the U.S. is moving that 
way (as mentioned, federal agencies have deadlines). Other countries should follow suit, and 
international bodies like the G20 or IMF could incorporate quantum resilience into their guidance for 
financial system stability. 

• International Standards and Coordination: Cryptography is universal; a weakness anywhere can affect 
everywhere (consider how a hacked IoT device can be an entry point to larger networks). Therefore, 
adopting PQC should be a coordinated global effort. Standard bodies (ISO, ITU) are working on aligning 
with NIST’s recommendations. Such technical alignment is crucial to avoid fragmented cryptographic 
ecosystems. There is also a need for coordination on timing – if some countries or sectors 
procrastinate, they become the weak links. Forums like the Global Quantum Conference or inter-
governmental working groups can help synchronize timelines and share best practices. We should also 
address export controls and patents to ensure that PQC technology (which includes things like secure 
hardware for new algorithms) is widely available, not restricted in a way that hinders global uptake. 

• “Crypto-Agility” and Resilience: Organizations must embrace crypto-agility – the ability to swap out 
cryptographic algorithms quickly if needed. This is both a technical design principle and an 
organizational mindset. It means building systems in a modular way so that, say, changing an 
encryption algorithm doesn’t require rebuilding the whole system. It also means having inventory of 
where and how cryptography is used (many organizations struggle to even catalog all their 
cryptographic dependencies). CAGI’s Quantum Readiness pillar emphasizes helping members gain this 
visibility and agility. We advocate for including quantum-impact assessments in all new tech 
deployments now (for instance, if you’re rolling out a million new IoT smart meters, ensure they can 
be updated to PQC algorithms via software patch when needed). 

• Address the Interim “Store-Now, Decrypt-Later” Risk: One governance innovation could be around 
handling sensitive data with an assumption of future compromise. This could include encouraging or 
mandating additional layers of protection for long-term sensitive data. For example, data could be 
encrypted with both classical and a preliminary PQC algorithm even before standards finalize (some 
organizations are doing this dual encryption approach). Another approach is limiting data retention – 
if certain sensitive data doesn’t need to be stored for decades, don’t keep it longer than necessary, so 
it’s not around to be decrypted later. Additionally, organizations can use techniques like quantum key 
distribution (QKD) in especially high-security contexts even now, as QKD is one way to achieve 
theoretically interception-proof key exchange (though it has practical range and infrastructure 
limitations). 

• Geopolitical Aspect – Avoiding Panic and Mistrust: Governments should start dialogues about the 
strategic implications of quantum breakthroughs. A sudden achievement of quantum supremacy in 
decryption by one nation could spark global instability. It may be prudent to discuss some form of 
mutual assurance or at least norms about responsible use of quantum decryption (some have even 
floated ideas of a quantum non-proliferation treaty or an agreement to not target certain civilian 
infrastructure with quantum attacks). While such agreements may be hard to verify, the act of 
discussing them increases transparency and can reduce the chance of miscalculation. The analogy is 
early nuclear arms control efforts – even before formal treaties, there were back-channel dialogues 
and basic understandings to avoid worst-case scenarios. A similar trust-building measure in the 
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quantum realm could be valuable, perhaps facilitated by neutral entities. CAGI, though not a state 
actor, can help by providing a platform for experts from different countries to share assessments on 
how close we are to Q-Day and to encourage frank conversations about mitigating the risks. 

In summary, quantum computing, unlike AI, has a more defined and tangible risk (cryptography breaking), but 
also a clearer solution path (migration to PQC). The challenge is primarily one of execution and timing. It’s a 
race: can we upgrade our digital immune system before a quantum virus arrives? Governance, in this context, 
is about mobilizing and coordinating a massive preventive effort across the globe. The encouraging precedent 
is Y2K – the world did band together to update systems and a crisis was averted. The difference is Y2K had a 
fixed deadline; the quantum threat is more uncertain, which ironically makes it harder to galvanize action 
(“maybe we have 5 years, maybe 15”). The role of initiatives like CAGI is partly to keep emphasizing that the 
time to act is now, because every year of delay today could translate into a year of chaos in the future. And 
unlike Y2K, failure in the quantum case could mean permanent loss of trust in digital systems if all our secrets 
get spilled. 

Having examined AI and quantum – two pillars of the coming decades – we now turn to the third domain, one 
that directly interfaces with human biology: neural interfaces. Each of these domains on its own is 
transformative; together, as we’ll later discuss, they form an entangled triad that could redefine what it means 
to be human in a technological world. 

 

Neural Interfaces and Human–Machine Convergence: Opportunities and Perils 

In April 2021, a video of a monkey playing the game Pong with its mind (thanks to a Neuralink implant) went 
viral, heralding a new era of brain–machine interfaces (BMI). What was once the realm of science fiction – 
directly connecting brains to computers – is rapidly becoming reality. Neural interfaces range from non-
invasive EEG headsets that measure brainwaves, to partially invasive devices like ECoG arrays on the brain’s 
surface, to fully invasive neural implants with electrodes in brain tissue. Their potential applications are 
sweeping: restoring movement or communication to people with paralysis, treating neurological and 
psychiatric disorders, enhancing cognitive abilities, enabling new forms of human–computer interaction (like 
controlling devices by thought), and even blending human consciousness with AI. Some see neural tech as a 
key enabler of the singularity, by potentially boosting human intelligence or merging it with machine 
intelligence. 

Major companies and research labs are pouring resources into this field. Neuralink, founded by Elon Musk, is 
perhaps the most high-profile; in 2023 it received FDA approval to begin its first human trials of a coin-sized 
brain implant designed to translate thoughts into computer commands. Other startups like Synchron have 
already implanted devices in patients (Synchron’s Stentrode, for instance, is a neural interface delivered via 
blood vessels, avoiding open brain surgery). Academic institutions and defense agencies (e.g., DARPA) are also 
heavily involved, researching everything from memory prosthetics to BCI-controlled drones. The global BCI 
market, while relatively small today, is projected to grow dramatically – one estimate expects it to reach $6.2 
billion by 2030 (up from $1.7 billion in 2022), reflecting the broad interest in medical, commercial, and military 
applications. 

With neural interfaces transitioning from labs to real-world use, governance has some catching up to do. The 
human brain is our most intimate space – our thoughts, memories, and personality reside there. Connecting 
it to external devices creates unparalleled benefits and equally unparalleled risks. We are effectively opening 
a new attack surface: the mind. 

 

Key Risks and Ethical Dilemmas of Neural Tech 

• Privacy and Mental Data Abuse: BCIs can collect data about brain activity that, with advanced AI 
analysis, might reveal a person’s intentions, emotional states, or deeply private information. Unlike a 
phone which you can switch off, a brain implant is integrated with your mind; it might continuously 
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stream data. There is a real possibility of “brain hacking” or “brain spying” – where either hackers or 
even authorized companies/governments obtain neural data without proper consent. For instance, 
an EEG-based gaming headset might detect a user’s emotional responses or political leanings, which 
could then be harvested for advertising or surveillance. A World Economic Forum report warns that 
“brain tapping” attacks could infer “emotions, preferences, religious and political beliefs” from 
intercepted neural signals, and that such data could be exploited by bad actors ranging from criminals 
to spy agencies. Unlike other personal data, brain data blurs the line between thought and action – 
the ultimate privacy intrusion is someone literally knowing what you’re thinking. 

• Security and Hijacking: The flip side of reading from the brain is writing to the brain. Many BCI systems 
provide feedback or stimulation to the user’s brain (for example, a visual prosthetic sends signals to 
the visual cortex to simulate sight). This opens the door to malicious manipulation. A hacker who gains 
access to a neural implant could potentially feed false sensory inputs or trigger unwanted movements 
or sensations. The WEF report describes “misleading stimuli attacks” where an attacker manipulates 
the integrity of signals, possibly even “controlling an individual’s mind” if the BCI provides brain 
stimulation. While “mind control” may sound far-fetched, consider a simpler scenario: a BCI that helps 
control a prosthetic limb could be hijacked to move that limb in a harmful way; or a cochlear implant 
could be made to send distressing noises. Even more alarming, if BCIs are used to control external 
equipment (say, a pilot’s brain directly controlling a fighter jet or a drone), then a hacker could hijack 
not just the person but also the machinery. In military contexts, one can envision neural links enabling 
soldiers to operate weapons at “brain-speed” – but a breach could turn such systems against the 
operators. The consequences for crime and warfare could be dire if we do not secure these systems. 

• Loss of Autonomy and Cognitive Liberty: A fundamental ethical issue is that neural tech can challenge 
the boundary of where “you” end and the machine begins. If an AI is assisting your thought process 
(e.g., a neural implant that suggests words as you think, to help an amputee communicate), over time 
the user’s sense of agency might blur. More directly, if external parties can influence your neural 
signals (even through subtle nudges), does that compromise free will? The concept of “cognitive 
liberty” has been proposed as a human right: the right to freedom of one’s own thought processes. 
Without safeguards, BCIs could become a tool for coercion (imagine an authoritarian regime requiring 
certain individuals to be implanted to monitor their loyalty, or employers mandating neural headsets 
to track worker focus). Protecting individuals from having their brain data or brain functions coerced 
or manipulated is a new frontier for rights. It’s encouraging that countries like Chile have moved 
proactively to secure neurorights, amending their constitution to “protect mental privacy, free will, 
and non-discrimination in access to neurotechnology”, essentially treating personal brain data like an 
organ that cannot be bought or sold. Chile’s law (the first of its kind, passed in 2021) forbids 
technologies that seek to increase, diminish or disturb mental integrity without consent. The fact that 
Chile felt the need to act early shows both the perceived magnitude of the issue and the possibility of 
governance leading rather than lagging. 

• Safety and Medical Ethics: As with any invasive technology, there are health risks – surgery 
complications, infections, or unintended effects of brain stimulation (e.g., mood changes, cognitive 
side effects). Who bears responsibility if something goes wrong? Traditional medical device regulation 
covers safety and efficacy, but BCIs might require new guidelines, especially as they move beyond 
strictly therapeutic uses to enhancement or non-medical applications. In trials so far, we’ve already 
seen ethical issues: for example, reports emerged about Neuralink “rushing and botching” some 
animal experiments, allegedly causing more animal suffering than necessary. This raises concern about 
rushing into human use. Regulators like the FDA will need to scrutinize not just device safety but also 
the long-term effects on the human brain, which are hard to fully predict in short trials. There’s also 
the question of reversibility – if someone decides to remove an implant, will there be lingering effects 
on their cognition or personality? Medical ethics also demand informed consent, which in the realm 
of brain tech must cover complex topics like “what exactly might this device do to your sense of self.” 
In addition, equitable access is an issue: If BCIs that enhance memory or concentration become 
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available, will only the rich have access, potentially widening social inequalities (the emergence of a 
“neuro-enhanced” class and a non-enhanced class)? 

• Militarization and Conflict Escalation: We touched on this, but to elaborate: major military powers are 
exploring BCIs for applications like faster pilot response (DARPA has programs linking pilots’ brains to 
drone control, for instance) or even direct brain-to-brain communication for soldiers. The offense-
defense balance in warfare could tilt if soldiers can control swarms of drones by thought, reacting 
faster than any traditional system. Conversely, disrupting or confusing those neural links could become 
a tactic (e.g., electronic warfare targeting brain links). If one country deploys “neuro-enhanced” 
fighters, others may feel compelled to follow, raising a host of ethical issues about soldiers’ rights and 
the nature of war. This is similar to the AI arms race problem, now extended to human augmentation. 
International humanitarian law has yet to contemplate “neurotechnological” warfare – another area 
where anticipatory thinking is needed. 

 

Governance and Protective Measures for Neural Tech 

Neural interfaces present a governance challenge at the intersection of tech, bioethics, and human rights. 
Some initial steps and ideas to ensure these technologies develop in a beneficial way: 

• Establish “Neurorights” and Legal Protections: As mentioned, Chile’s pioneering neurorights law is a 
model that others are examining. Spain has also been considering a neurorights charter. At a 
minimum, laws should explicitly define mental privacy (your brain data is yours, and collecting or using 
it requires explicit, opt-in consent, with strict limits), personal autonomy (you cannot be forced to use 
a neurotech against your will, and you have the right to disconnect), and free will protection (it should 
be illegal to manipulate someone’s neural data or state without consent – akin to assault, but for the 
mind). These principles could be encoded in constitutions or international human rights frameworks. 
UNESCO has an advisory group on the Ethics of Neurotechnology, which might lead to global 
guidelines. CAGI strongly supports the integration of neurorights into the broader digital rights 
conversation and can help by raising awareness among policymakers that this is not sci-fi but a current 
issue. As one Chilean senator said, “Regulations must evolve quickly… There are already technologies 
that can read the brain… If we wait for the technology to mature, we may never be able to control it.”. 

• Security Standards for BCI Devices: Right now, many medical BCIs lack strong cybersecurity (some 
devices even transmit data unencrypted to simplify research). This is unacceptable as these move to 
wider use. Regulators like the FDA and their counterparts worldwide should require cybersecurity 
assessments as part of device approval – for example, demonstrating that implants have encryption, 
authentication (to prevent unauthorized access), and fail-safes. Researchers at Yale noted “most 
leading-edge BCIs lack encryption due to power limitations”, a technical challenge that must be 
overcome by design innovation. Perhaps there will be a need for an Underwriters Laboratories (UL) 
for neurotech – a certification that a device meets certain safety and security benchmarks. Industry 
could come together to create baseline protocols (for example, a standard that any wireless neural 
implant must use secure, peer-reviewed encryption for data and command signals). Given that neural 
tech is new, now is the time to bake in security by design; waiting could lead to a mess of vulnerable 
legacy devices that are hard to patch (imagine recalling implants from people’s brains to do a security 
update – not practical). 

• Ethical Frameworks and Oversight: Similar to how institutional review boards (IRBs) oversee human 
medical experiments, we may need standing neuroethics committees for ongoing oversight of trials 
and even post-market surveillance of neural tech impacts. Companies like Neuralink should engage 
independent ethicists and keep transparency with the public (Neuralink has faced criticism for secrecy 
and aggressive timelines). One idea is to have a neurorights impact assessment for new BCI 
technologies, akin to a privacy impact assessment. This would force developers to think through how 
their tech could be misused or what data it collects and share that analysis with regulators. Military 
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research on BCIs should also involve ethical review – perhaps even international observers for 
transparency, to prevent an unchecked arms race in neurotech. 

• Public Awareness and Consent: Users (and the public at large) must be educated about what neural 
interfaces can and cannot do. Informed consent is tricky if people have misconceptions from science 
fiction. Clear labeling and user rights should accompany commercial BCI products: e.g., a user should 
know exactly what data is being collected, and perhaps be able to request deletion of their brain data 
from company servers (aligning with data protection laws like GDPR). The WEF recommends “public 
awareness and education” as a guardrail – indeed, society needs to debate how comfortable we are 
with various neural tech uses. Broad stakeholder engagement (people with disabilities, gamers, 
doctors, ethicists, etc.) can help shape norms. For instance, there may emerge community consensus 
that brain data should never be used for advertising targeting, or that insurance companies should 
not access neural health data without consent. Codifying these as regulations before those scenarios 
happen would be wise. 

• Research into Defensive Measures: Anticipating possible malicious uses, there’s room for developing 
countermeasures. For example, if brain signals can be intercepted (brain tapping), can we detect that 
or encrypt the brain’s electrical outputs somehow? If a stimulus attack happens, can implants 
recognize anomalous patterns and shut down safely? Perhaps “intrusion detection systems” for the 
brain will be needed. It sounds odd, but a security mindset demands imagining these scenarios. 
Governments could fund research on making BCIs inherently safe – e.g., limiting the strength or type 
of stimuli they can deliver to avoid coercive signals, or physical safety cut-offs (if unusual activity is 
detected, the device goes into a safe mode). 

• Global Cooperation on Neuroethics: Given that BCIs will raise human rights issues that transcend 
borders, there’s value in a global charter or at least exchange of best practices. Just as the world came 
together to ban chemical weapons aimed at the body, perhaps we need treaties or agreements on 
weapons or tools that target the brain. At the very least, nations should agree that neural data of 
individuals deserves protection similar to medical records under the HIPAA or the concept of privacy 
in the UDHR (Universal Declaration of Human Rights). Chile has proposed a “Neuronations” concept 
at the UN – an alliance to promote neurorights internationally. Such efforts can be accelerated with 
the help of NGOs and initiatives; CAGI can contribute by ensuring the cyber and AI governance 
community integrates these neuro considerations (for example, discussing at our forums how AI 
algorithms interpreting brain data need oversight, or how quantum-proofing might even extend to 
neural implants communications). 

In summary, neural interfaces epitomize both the promise and the peril of the coming tech age. They can heal 
and augment, but also surveil and subjugate if misused. And they tie intimately into AI (since AI is often behind 
the “smarts” of interpreting neural signals) and into cybersecurity (since brain data and device integrity need 
protection). The entanglement of these domains becomes very clear here: AI + neural can change the human 
experience, quantum + neural raises new security issues, and AI + quantum together can supercharge both 
benefits and risks for neural tech. 

Having examined all three core domains – AI, quantum, and neural interfaces – we now turn to how they 
interconnect and amplify each other. This convergence is critical for understanding the full picture of the 
technological singularity debate and for framing a truly integrated governance response. 

 

The Entanglement of AI, Quantum, and Neural Technologies 

The three domains discussed – AI, quantum computing, and neural interfaces – are often treated separately, 
each with its own experts and policy discussions. In reality, they are increasingly entangled, meaning advances 
in one can accelerate or transform the others, and failures in one can cascade into the others. This 
entanglement amplifies both the opportunities and the risks: 
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• AI + Quantum – The Feedback Loop: Quantum computing stands to turbocharge AI research. One of 
the bottlenecks in AI is computational power; quantum algorithms could potentially speed up training 
of machine learning models or enable new types of AI (like quantum neural networks). For example, 
a quantum computer might solve optimization problems or simulate complex systems far faster, which 
could be used to design more powerful AI architectures. Conversely, AI can aid quantum development 
by optimizing error-correction codes or managing complex quantum systems. The synergy could lead 
to more powerful AI much sooner than by conventional means alone. On the flip side, a malicious AI 
with access to quantum computing would be extremely dangerous: it could break encryptions (as 
discussed), rapidly solve problems that allow it to self-improve or strategize (like solving protein 
folding to create novel bioweapons, etc.), and generally operate at a speed and scale out of reach of 
conventional defenses. This is why some analysts worry that the first superintelligent AI might harness 
quantum computing as a force multiplier – a scenario where singularity-level AI emerges faster than 
expected by riding on quantum progress. Governance implication: AI and quantum strategies must be 
developed in concert. For instance, as we plan quantum encryption upgrades, we should also consider 
AI’s role in automating that process and in possibly attacking or defending cryptographic systems. 
Likewise, AI governance discussions about “frontier AI models” (the very powerful ones) should 
include scenario planning for those models gaining quantum capabilities. 

• AI + Neural Interfaces – Merging Minds and Machines: AI is the brains behind the brain-machine 
interface. The signal from neurons is noisy and complex; AI algorithms (especially machine learning 
and deep learning) are used to decode patterns – whether it’s interpreting motor intentions to move 
a cursor or processing visual input to send to a blind patient’s brain implant. As AI improves, BCIs will 
become more effective and versatile. We might get real-time language translation directly in the brain, 
or AI assistants that “live” in your neural implant, guiding your thoughts like a cognitive GPS. There are 
incredible positive possibilities here: people could gain cognitive enhancements or help in decision-
making from an AI that works seamlessly with their brain. But the entanglement risk is that AI could 
also manipulate or bias those neural interactions. For instance, an AI that learns to anticipate your 
reactions could subtly shape your choices (this is the extreme version of what social media algorithms 
do today, except directly in your thoughts). Moreover, connecting human brains means AI could 
facilitate brain-to-brain communication, raising profound questions of identity and privacy. If two 
people share thoughts via a network and AI mediates it, is that network secure? Could it be hacked or 
altered? This all sounds very futuristic, but prototypes of brain-to-brain interfaces (transmitting simple 
information between brains via computer) have been demonstrated in research settings. Another 
angle: Neural data could make AI training far more efficient or lead to new forms of machine learning 
inspired by human cognition. This might accelerate AI development (for example, learning how human 
brains solve problems could inspire algorithms, or literally using neural recordings to train AI to think 
more like a human). Governance implication: we need cross-disciplinary oversight – neuroethicists, AI 
ethicists, and cybersecurity experts need to jointly tackle these scenarios. Policies about AI in 
healthcare, for example, should consider BCIs, and vice versa. 

• Quantum + Neural – Securing and Enhancing the Interface: Quantum technology could improve neural 
tech in various ways. Quantum sensors might detect neural signals with far greater precision than 
current electrodes (there’s research into quantum magnetometers for brain imaging). That could lead 
to high-resolution BCIs without needing implants (imagine reading brain states from outside the skull 
with quantum devices). That, of course, heightens privacy concerns – if you can read someone’s brain 
without even an implant, whoo boy. On a defensive side, quantum-based encryption could secure BCI 
communication links, ensuring that brain data transmitted wirelessly can’t be intercepted (quantum 
key distribution might secure a high-value BCI link such as a pilot’s neural control system for a fighter 
jet). But if we don’t integrate quantum-safe encryption, those neural links remain vulnerable, as 
discussed. Also, quantum computing could help model the brain or brain-AI systems, potentially 
accelerating BCI development and understanding of consciousness. Again, the theme is acceleration 
– each domain can accelerate the others. It’s not hard to imagine a scenario where all three converge: 
for instance, a brain-cloud interface where your thoughts are uploaded to cloud servers (which are 
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quantum computers) and processed by advanced AI, then results sent back to your brain. This could 
allow superhuman computation accessible to your mind – effectively a person with an AI+quantum 
augmented cognition. Such a scenario is basically a “human singularity” rather than a purely machine 
one, but it raises similar governance issues: inequality between augmented and non-augmented 
humans, dependency on tech (what if the link is hacked or goes down – does the person lose important 
cognitive function?), and philosophical questions of identity. 

Given these entanglements, governance must also be entangled – in the sense of coordinated and integrated. 
Silos won’t work. If AI regulators don’t talk to cybersecurity agencies (responsible for quantum threats) or to 
biomedical regulators (responsible for BCIs), we risk missing the forest for the trees. A decision in one domain 
can have unintended effects in another. For example, banning strong encryption to aid law enforcement (a 
debate that pops up periodically) would be disastrous in a post-quantum context and for protecting neural 
data – it’s a cross-domain consideration. Another example: promoting brain implants for certain 
enhancements without addressing AI and network security aspects could lead to vulnerabilities. 

Systemic approach: One way to handle this is through scenario planning and simulation of converging risks. 
CAGI and similar initiatives can convene experts from AI, quantum, and neuro fields to run through “future 
scenarios.” For instance, envision the world in 2035: widespread use of AI in critical infrastructure, first 
generation of quantum computers available, early adopter BCIs common in medicine and maybe in some 
consumer applications. Now imagine a crisis: say a malware strain powered by AI and armed with quantum 
decryption starts infiltrating neural implants to cause chaos. How would governments respond? Are our 
incident response teams prepared for a multi-domain emergency? Scenarios like this help identify policy gaps. 
They might reveal, for example, that we lack clarity on which agency handles what – is a hack of a brain implant 
a health issue, a cyber issue, or a national security issue? Likely all of the above. So maybe we need new inter-
agency task forces or international rapid response teams for tech crises. 

Research and horizon scanning: Entanglement also means surprises can come from any quarter and 
propagate. We should support more interdisciplinary R&D that explicitly looks at tech convergence. For 
instance, the security community could start exploring intersections like AI-driven quantum hacking or 
quantum-AI methods to detect BCI intrusions. The policy community could establish joint dialogues: e.g., at 
the UN level, perhaps a standing commission on Emerging Converging Technologies that reports on 
developments across AI, quantum, biotech, etc., highlighting how they reinforce each other. In the private 
sector, companies might form cross-domain ethics committees. It’s notable that some big tech companies 
now work on all three domains (Google, for example, leads in AI research, has a quantum computing division, 
and is also researching neural interfaces). Such companies need to internally coordinate their governance 
approaches – it wouldn’t do to have their AI team building a model that their quantum team inadvertently 
makes dangerous by supercharging it. 

In the end, entanglement is both a risk multiplier and an opportunity multiplier. On the positive side, 
integrating these technologies could solve problems unsolvable by each alone – perhaps leading to cures for 
diseases, leaps in productivity, and new experiences that enrich human life. Our governance goal should be to 
maximize those positive synergies (like AI + neural = assistive tech for the disabled, quantum + AI = climate 
modeling breakthroughs, etc.) while minimizing the negative ones. This requires a holistic, systems-thinking 
approach to governance. It’s challenging because governments and even companies are typically organized in 
verticals (one department for IT, another for health, another for defense, etc.). Breaking down these silos – or 
at least ensuring robust communication between them – is crucial. 

Now that we’ve explored the converging landscape of risks and technologies, the next section will distill 
emerging systemic risks that cut across these domains. These are the high-level, existential or system-wide 
risks that keep leaders up at night – and which justify why boards, regulators, and international bodies must 
elevate tech governance to a top priority. After that, we will discuss what all this means specifically for those 
leaders and how CAGI is positioned to help address these challenges. 
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Emerging Systemic Risks: A Synthesis of Threats 

Stepping back from the details, it’s clear that AI, quantum computing, and neural interfaces – especially in 
combination – introduce systemic risks. By systemic, we mean risks that threaten the stability of entire 
economies, societies, or global order, rather than just isolated failures. Below we highlight four interrelated 
systemic risk scenarios that emerge from our analysis: 

1. Uncontrolled AI and Autonomous Warfare – A Global Security Crisis: We may soon live in a world 
where critical decisions (in finance, transportation, military, etc.) are made by AI agents operating at 
speeds and complexities that humans cannot follow. If those agents are not aligned with human values 
or lack effective human override, a cascade of failures could occur. For example, an autonomous 
military AI might misinterpret a drill as an attack and retaliate, sparking conflict. Multiple great powers 
developing AI weapons without clear rules is a recipe for an arms race and possible accidental war. 
This is analogous to the nuclear close-calls of the Cold War, but on algorithmic timescales. Military AI 
gone awry is a systemic risk to international peace. The Arms Control Association warns that we are 
at a “critical juncture” where failing to set rules for autonomous weapons will have devastating 
consequences. Unlike nuclear weapons, which only a few states could build, AI weapons could be built 
by many; that proliferation makes collective restraint both harder and more necessary. An 
uncontrolled AI arms race might also lead to AI technologies slipping to non-state actors (terrorists 
deploying drone swarms guided by AI, for instance). In civilian life, uncontrolled AI could mean 
pervasive surveillance and oppression if authoritarian regimes use it without check, leading to a 
systemic erosion of human rights globally. 

2. Cryptographic Collapse – Breakdown of Trust in the Digital Economy: If quantum computing (or some 
analogous breakthrough) renders current encryption obsolete suddenly, global trust in digital systems 
would be shattered overnight. Our entire financial system – bank records, stock markets, 
cryptocurrency ledgers – relies on cryptography. A successful widespread attack could freeze 
economic activity, as transactions could no longer be verified secure. Government and corporate 
secrets would be exposed, possibly inciting geopolitical crises (imagine all diplomatic cables being 
published, or intellectual property stolen, undermining economies). Critical infrastructure could be 
sabotaged with fake commands after security is bypassed. This is a systemic risk to the global economy 
and public safety. Experts often call it a potential “cryptopocalypse”. Importantly, this risk is somewhat 
unique in that we know it’s coming and have the fix (PQC) – it’s a race between deployment of 
solutions and onset of the threat. Failure to coordinate a timely transition – a governance failure – 
would turn what should be a manageable technical upgrade into a full-blown crisis. This scenario also 
includes the risk that even before Q-Day, public fear of quantum hacking could erode trust. For 
instance, if there were rumors or minor incidents, people might lose faith in online banking or voting 
systems even prior to actual widespread attacks, causing panic or a retreat from digital systems (a sort 
of “digital Dark Age” scenario). 

3. Erosion of Human Autonomy – The ‘Hive Mind’ and Authoritarian Control: With neural interfaces and 
AI combining, there is a conceivable risk of societies veering towards new forms of control or loss of 
individuality. In a dystopian scenario, a regime (or even a dominant corporation) could require people 
to use certain neurotech that subtly influences their thoughts – a 21st-century update to “Big 
Brother”. People could be nudged to conform or consume in certain ways via algorithms that they 
cannot even perceive, delivered through ubiquitous AR glasses or future neural implants. The worst 
case often discussed by ethicists is a “hive mind” situation where individual dissent is eliminated by 
tech-induced consensus – essentially a systemic risk to democracy and human rights. Even without 
malice, widespread brain connectivity through tech could lead to emergent phenomena (e.g., mass 
psychoses or loss of critical thinking) if not managed. Imagine social media’s echo chambers, but 
amplified directly into brains. This risk might manifest gradually – a slow dulling of human agency – 
but it’s systemic in that it affects the core of human society: free will, creativity, diversity of thought. 
On the flip side of autonomy loss is human dependency: if we integrate too closely with AI/tech 
(outsourcing memory, navigation, decisions), a tech failure could leave us incapacitated. A mass 



Copyright: The Cybersecurity& AI Governance Initiative  

dependency on, say, AI assistants for every task means if those assistants malfunction (due to a hack 
or bug), society could experience a systemic breakdown in daily functioning. 

4. Multi-Domain Cascading Failures – The Pan-Technological Crisis: This scenario ties everything 
together: a significant event in one domain triggers collapses in others, creating a perfect storm. For 
example, envision a future “Day of Chaos” where: a powerful AI error or cyber-attack takes down parts 
of the internet; simultaneously, a quantum-empowered hack compromises major financial systems; 
in the confusion, autonomous weapon systems misfire; additionally, misinformation floods through 
deepfake channels, and maybe critical brain-computer interfaces in hospitals fail because their 
networks were hit. Each of these alone is serious; together, they could cripple government response 
and overwhelm our capacity to adapt. Such a scenario sounds extreme, but it’s essentially what keeps 
resilience planners awake: systemic risks synchronizing. We got a taste of cascading failure during the 
COVID-19 pandemic (health system stress led to economic stress, which led to political stress, etc.). A 
tech-triggered cascade could be faster and harder to contain. Importantly, these cascades often reveal 
hidden interdependencies – for instance, quantum-broken encryption could allow AI data poisoning 
which then causes AI systems to behave badly en masse. Or a widespread blackout (maybe caused by 
a cyber-attack) could knock out cooling systems for data centers, affecting AI and communications. 
The point is, converging technologies mean converging risks. 

It’s sobering, but identifying these systemic risks is the first step to mitigating them. The bright side is that 
humanity has confronted systemic risks before – world wars, financial crises, pandemics – and while not always 
graceful, we have managed to avoid total collapse through cooperation and reform (e.g., Bretton Woods 
system after WWII, global health networks after SARS, etc.). 

In technology, we now need a similar marshalling of foresight and will. The above risks underscore why boards 
of companies, regulators, and leaders across sectors must treat tech governance as integral to their roles. This 
is not just an IT department issue or a niche futurist topic; it’s core to strategy and risk management in the 
2020s and beyond. In the next section, we translate these systemic concerns into concrete relevance for 
various stakeholders – essentially answering: what should a Fortune 500 CEO or a government minister do 
about all this, starting Monday morning? We will also outline how cross-sector collaboration, facilitated by 
groups like CAGI, can turn these daunting challenges into manageable agendas through shared frameworks 
and proactive measures. 

 

Implications for Boards, Regulators, and Cross-Sector Leaders 

Addressing the entangled risks of AI, quantum, and neural tech is not solely the domain of technologists or 
futurists – it demands engagement from executives in boardrooms, regulators in government agencies, and 
leaders across industries and civil society. Here’s why it matters to each and how they can respond: 

• Corporate Boards & C-Suite: For companies, these emerging technologies present both transformative 
opportunities and existential risks. Board members have a fiduciary duty to understand and oversee 
how such developments could impact the company’s strategy and risk profile. AI, for instance, can 
supercharge a company’s capabilities, but if mismanaged it can lead to severe brand, legal, and 
financial repercussions (imagine an AI error causing harm to customers, or a data breach via quantum 
hacking). Board accountability for tech governance is increasing – already we see cases of boards being 
criticized for failing to manage cybersecurity, and AI is fast becoming a similar area of scrutiny. Activist 
investors and regulators are starting to ask: does the board have AI literacy? Is there a board 
committee for technology ethics or risk? Directors should ensure their companies implement robust 
AI governance policies (covering data quality, bias checks, human oversight on critical AI decisions, 
etc.) in line with emerging standards like the NIST AI Risk Management Framework. They should also 
mandate quantum risk assessments: identify what crypto systems the company uses and set timelines 
to upgrade (e.g., if you are a bank, the board should ask management: are we on track to meet NIST’s 
2035 deadline for crypto transition? If not, why not?). Additionally, incident response plans need 
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updating: does the company have a playbook if its encryption is suddenly broken (business continuity 
under quantum threat), or if its AI system is involved in a publicized mishap? 

Forward-looking boards will also see opportunity: new markets and products. If you’re in healthcare, 
neural interfaces could open a new line of treatment – are you investing in R&D or partnerships to not 
be left behind? If in telecom or cloud computing, are you preparing for clients who demand quantum-
safe services? Leading companies are already forming internal ethics committees or AI councils to 
advise the board, and hiring chief AI ethics officers or similar roles. Those moves need to be more 
widespread. Crucially, tone from the top matters – if the board and CEO prioritize responsible 
innovation, that message permeates the organization. Conversely, if they push tech adoption 
recklessly, that sets the stage for governance failures. 

Finally, consider financial risk: insurers are starting to worry about correlated risks (e.g., if quantum 
breaks encryption, it could simultaneously trigger claims across cyber insurance, D&O insurance, etc.). 
This means companies might face difficulty getting insured if they don’t take precautions – a market-
driven incentive for good governance. Board audit and risk committees should incorporate tech 
emergent risks in their risk register and scenario planning. Just as climate risk reports are now common 
in annual filings, we foresee that major firms will have to report on AI/quantum/neuro risks and what 
they’re doing about them. Being proactive now will pay off in resilience and stakeholder trust. 
Remember, trust is an asset: one CAGI insight is that companies with strong governance frameworks 
may find consumers and partners more willing to adopt their innovations, whereas a trust-eroding 
event (like a major AI misuse scandal) can set a company back years. 

• Regulators and Policymakers: Government agencies must adapt their mandates to the new risk 
landscape. Many regulatory bodies were designed in a different era – for example, financial regulators 
to oversee banks, health regulators for drugs, etc. Now, AI and digital platforms blur industry lines (an 
AI system can affect financial markets, health outcomes, and security all at once). Regulators need to 
upskill – recruiting data scientists, AI experts, and even neuroscientists – to effectively oversee 
emerging tech uses in their domain. We are seeing positive steps: financial regulators are issuing AI 
model risk management guidelines for banks; medical device regulators are drafting rules for AI in 
diagnostics and for BCIs as a new category of device. But regulators also need to coordinate among 
themselves. A possible approach is forming inter-agency task forces on AI and on quantum. For 
instance, a national AI task force might include representatives from the commerce department, 
defense, health, finance, etc., to ensure a unified view on issues like AI safety and to avoid 
contradictory regulations. On the international front, policymakers should actively participate in 
shaping global norms – be it at the OECD, G20, UN, or bilateral agreements. We highlighted earlier the 
EU AI Act; other nations will likely adopt similar laws or risk AI industries flocking to jurisdictions with 
clear rules. Policymakers should decide if they want to be rule-makers or rule-takers in this arena. 

Regulators also have a direct role in preventing systemic risk: for example, central banks and finance 
ministries can spearhead quantum transition in the financial sector (the US Federal Reserve has indeed 
issued guidance to banks on quantum risk). Transportation regulators might mandate that 
autonomous vehicles (driven by AI) have certain safety certifications. Defense departments must 
urgently update doctrines to maintain human control over AI-enabled weapons (some have started – 
the US DoD’s JAIC (Joint AI Center) issued ethical principles for military AI). All such measures require 
regulators to be nimble and anticipatory – traits not always associated with bureaucracy, but we have 
seen it happen in areas like antiterrorism or pandemic response when urgency is felt. The challenge 
with tech governance is making the urgency felt before a disaster. It may help to carry out wargame 
exercises: regulators can simulate an AI or quantum crisis to test regulatory responses. Much like 
stress tests in banks, we could have cross-border “red team” exercises for cyber-quantum incidents, 
informing policy improvements. 

A critical mindset shift for policymakers is embracing “governance as infrastructure”. Just as roads and 
bridges are needed for a functioning economy, standards and oversight mechanisms are needed for 
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a functioning digital ecosystem. This means investing in institutions like CAGI or national AI safety 
research centers, not as afterthoughts but as essential public goods. It also means updating legal 
frameworks: for example, ensuring liability laws cover AI decisions (who is liable if an AI causes harm?), 
updating privacy laws for neural data, and possibly crafting entirely new laws for things like 
autonomous weapons or AI-driven stock trading to prevent destabilization. 

• International and Cross-Sector Leaders: The intersection of technology with global issues means 
leaders in areas like international security, economic development, and humanitarian sectors also 
need to integrate tech governance into their agendas. Geopolitical leaders (Presidents, Prime 
Ministers, UN officials) should recognize that uncontrolled tech competition can be as dangerous as 
arms races of the past. Diplomatic engagement on these issues is critical – whether it’s negotiating 
norms for cyberspace (e.g., no attacking each other’s critical infrastructure in peacetime) or setting 
up joint monitoring of AI developments to reduce misunderstanding (mirroring, say, the openness in 
reporting nuclear energy projects under IAEA). For example, having a “Global Emerging Tech Summit” 
regularly (like climate COPs) could elevate political attention. The recent proposal for a UN Global 
Digital Compact is an opportunity to embed some of these principles at the highest level. 

Industry consortiums and standards bodies also play a role. Leaders from tech companies and 
academia can collaborate on pre-competitive issues like ethical guidelines (we’ve seen the Partnership 
on AI doing some of this), or on sharing safety research (e.g., OpenAI, DeepMind, and others have 
jointly created an AI “alignment” research center). Cross-sector means involving not just tech firms 
but also those from sectors being transformed (healthcare companies talking to AI developers about 
safety, etc.). 

Civil society and NGOs are the voice of the public and ethics. They must be included in shaping 
governance, to inject values like fairness and human rights. For instance, the Campaign to Stop Killer 
Robots (a coalition of NGOs) has been influential in pushing the LAWS debate to the UN. Similar 
advocacy will be needed for neurorights, privacy, and AI transparency. Leaders in these organizations 
should prepare to handle very technical issues – perhaps hiring their own experts – so they can 
effectively watchdog and contribute solutions, not just criticisms. 

Lastly, educational leaders (universities, professional training bodies) have a responsibility to prepare 
the next generation. This means updating curricula: an MBA today should learn about AI governance 
and cyber risk, a law student should learn tech law, an engineering student should learn ethics and 
policy basics. Only with a workforce and leadership that is literate in these domains can organizations 
truly internalize governance. Some business schools have begun teaching “algorithmic management” 
and case studies on tech crises, which is encouraging. 

In summary, the pervasive message is shared responsibility. No single entity can solve these issues. Boards can 
ensure their companies don’t become sources of risk (and are resilient to external risk). Regulators can enforce 
minimum standards and coordinate broad responses. International bodies can align efforts and avoid a 
fragmented approach. And multi-stakeholder initiatives like CAGI can bind these groups together, providing 
neutral ground for collaboration and knowledge exchange. 

We often say at CAGI: Where others analyze today’s risks, we build frameworks for tomorrow’s. This is exactly 
what each leader in their sphere must emulate – get ahead of the curve. The next and final section will describe 
how CAGI itself is contributing as a neutral infrastructure for governance, and then issue a concluding call for 
the kind of cooperation we need going forward. 
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CAGI’s Role: Building the Neutral Infrastructure for Foresight and Alignment 
 

The Cybersecurity & Artificial Intelligence Governance Initiative (CAGI) was established to be exactly the kind 
of neutral, anticipatory, action-oriented institution that the foregoing discussion calls for. In this concluding 
section, we detail how CAGI’s mission and activities are aligned with addressing the challenges outlined, and 
how we serve as a platform for the international cooperation and governance maturity that is urgently needed. 

Mission and Origin: CAGI exists to close the gap between emerging technologies and effective governance. 
We recognized that while technology innovation is global and fast, governance tends to be fragmented 
(national or sectoral) and reactive. Our initiative, therefore, is international and multi-stakeholder from the 
start – bringing together policymakers, industry leaders, academics, and civil society under one roof. We are 
“the first truly international institute dedicated to shaping the future of cybersecurity, AI governance, and 
quantum readiness”. The entanglement of these domains is in our DNA; we deliberately scope across AI, 
cybersecurity (encompassing quantum issues), and related emerging tech. 

CAGI’s Governance Framing: Throughout this briefing, we highlighted the need for anticipatory, integrated, 
decision-focused oversight. These principles directly map to CAGI’s approach: 

• Anticipatory: CAGI emphasizes foresight. We run horizon-scanning programs and publish foresight 
reports on upcoming threats and opportunities (e.g., our recent report on AI-driven cyber threats in 
the 5-year horizon, and a white paper on quantum risk timelines). We believe in “anticipating the next 
wave of threats rather than reacting to the last”. For example, we started alerting critical infrastructure 
operators about quantum risks years ago, at a time when many thought it was premature. Being ahead 
of the curve is our modus operandi – akin to a lighthouse scanning the sea for icebergs ahead. 

• Integrated: CAGI operates at the nexus of disciplines and geographies. We provide “a neutral global 
platform that unites governments, academia, and industry to address risks proactively.” We also 
integrate across focus areas via our Three Pillars of Focus. As outlined, those are Cybersecurity 
Futures, AI Governance, and Quantum & Future Tech Readiness. These pillars ensure we are covering 
present digital security, near-future AI issues, and long-term disruptors in tandem. They are not silos 
– rather, they are interconnected workstreams under one strategy. In practice, this means our projects 
often involve cross-pillar teams. For instance, in a pilot we ran on testing quantum-safe encryption in 
a healthcare network, we had experts in cryptography (quantum pillar), healthcare cybersecurity 
(futures pillar), and AI (since the hospital also used AI diagnostic tools whose data needed securing). 
This integrated approach reflects how real-world systems operate, breaking down the silos that often 
exist in other organizations. 

• Decision-Focused: We strive to produce practical frameworks and tools that organizations can 
implement. CAGI is not just about analysis; it’s about bridging the gap to action. One of our key 
offerings is developing maturity models and best-practice guidelines that incorporate AI and quantum 
dimensions into existing risk management. For example, we have an AI Governance Maturity Model 
that companies or governments can use to self-assess how prepared they are (covering everything 
from leadership awareness to technical controls). We also produce toolkits – e.g., template policies 
for AI ethics, checklists for quantum migration – to reduce the barrier for decision-makers to take 
action. We want to make it as straightforward as possible for a board or agency head to say “Yes, let’s 
adopt this governance measure” by handing them something concrete. CAGI’s programs often include 
training and sandbox exercises as well – we run workshops where, say, city officials can simulate an AI 
malfunction scenario and learn incident response, or where CISOs can test quantum-safe networking 
in a controlled setting. These experiences translate abstract threats into tangible decision points, 
empowering leaders to feel confident in dealing with them. 
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Activities and Achievements: A few highlights of what CAGI does: 

• Global Chapters and Collaboration: We are building a worldwide chapter network. Already, we have 
chapters or partner institutes in over a dozen countries, from the US and EU states to India, Singapore, 
and beyond. These chapters bring local stakeholders together and ensure that our global standards 
and insights are informed by regional perspectives (tech governance is not one-size-fits-all; e.g., 
developing countries might prioritize different aspects). Through this network, we facilitate cross-
pollination – a regulator in Europe can share lessons with one in Africa on AI oversight, etc. We aim to 
be the trusted global voice and go-to partner for both regulators and corporates, which we pursue by 
aligning our work with international standards bodies (we work closely with organizations like ISO, 
IEEE, the OECD, UN agencies etc., contributing our research into their processes). 

• Pilot Programs: CAGI runs demonstration projects to show governance in action. For example, we 
partnered with a national power grid operator on a Quantum-Safe Grid pilot, where we implemented 
quantum-resistant communications between critical control centers, demonstrating feasibility and 
sharing lessons learned (this was cited in energy industry forums as a model for others). We also did 
an AI Transparency Pilot with a multinational bank, helping them test ways to explain AI credit 
decisions to customers and regulators. These pilots serve as real-world validation of theoretical 
frameworks, and we publish the outcomes so others can replicate them. By “running pilot 
programmes (e.g., testing quantum-safe encryption in live settings)”, we directly bridge theory and 
practice. 

• Policy Engagement and Forums: We regularly convene multi-stakeholder roundtables and summits. 
For instance, our annual Global Summit brings together top officials (like digital ministers, defense 
officials), CEOs, and researchers to build consensus on pressing issues (last summit’s agenda included 
sessions on “Preventing an AI-Sparked Crisis” and “Global Quantum Coordination”). We also provide 
neutral advice to governments – some countries have engaged CAGI to review their national AI 
strategies or cybersecurity laws to ensure they account for upcoming challenges. Our neutrality and 
breadth of expertise enable us to be an honest broker. In global venues, we often play a facilitating 
role: at the UN’s Internet Governance Forum or World Economic Forum meetings, CAGI 
representatives moderate panels or lead working groups, injecting our integrated perspective into 
those discussions. 

• Maturity Models and Standards: As mentioned, one major deliverable is our AI & Quantum-Inclusive 
Governance Maturity Model. We also contribute to the development of new standards. For example, 
CAGI experts co-authored a draft IEEE standard on Ethically Aligned AI and an ISO technical report on 
Quantum-readiness for organizations. We see part of our role as ensuring that emerging international 
standards incorporate foresight (for example, we pushed for the ISO cybersecurity framework update 
to mention quantum transition explicitly, which it now does). Internally, we maintain a knowledge 
portal for members with up-to-date guidance, case studies, and a repository of model policies (like a 
model corporate policy on employee use of generative AI, which many of our member companies 
adopted). 

Neutral Infrastructure for Alignment: The question refers to CAGI as the neutral infrastructure for anticipatory 
foresight and policy alignment. This is apt. We invest in building the invisible scaffolding that allows different 
actors to coordinate. Think of CAGI as both a think tank and a do-tank: generating ideas and also creating the 
venues and tools to implement them. Our neutrality is key – we don’t advocate for any country’s or company’s 
interest; our “client” is global public interest in a secure digital future. This allows parties who might be 
competitors or political adversaries to collaborate under our auspices. For example, we have U.S. and Chinese 
researchers in some of our technical workshops sharing non-sensitive best practices – a small but meaningful 
bridge in a tense geopolitical climate. We have also engaged both big tech companies and smaller startups in 
developing governance frameworks, to ensure solutions work for all and are not seen as favoring one segment. 
By providing forums for “governments, academia, and industry [to] converge for the common good”, we try to 
iron out inconsistencies that could lead to that patchwork problem. 
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Our Three Pillars in Action: To briefly illustrate each pillar: 

• Cybersecurity Futures: This pillar has initiatives like “AI and Cybersecurity Threat Forecasts” – 
anticipating how AI could worsen cyber attacks (and how to counter it). It also looks at critical 
infrastructure protection in the AI/quantum era. Under this, we help develop “AI and quantum-
inclusive maturity models” for cybersecurity programs. We also stress agile frameworks – e.g., helping 
update the NIST Cybersecurity Framework to include AI risks. This pillar is essentially about securing 
the present and near-future – making sure today’s systems don’t get undermined by tomorrow’s tech. 

• Artificial Intelligence Governance: Here we focus on responsible AI adoption. We work on things like 
bias audits, AI accountability mechanisms, and how to implement principles like transparency and 
human-in-the-loop in practice. We deliver “frameworks, sandboxes, and training on responsible AI”. 
For instance, we have a sandbox where companies can test their AI systems with independent 
observers to identify ethical issues before real deployment. We also advise on AI regulatory 
compliance (e.g., helping firms prepare for the EU AI Act obligations). The overall goal is to ensure AI’s 
promise can be realized in a trustworthy way, avoiding the trust erosion scenario that slows beneficial 
innovation. 

• Quantum & Future Tech Readiness: This pillar not only covers quantum risk but also horizon tech like 
BCIs, blockchain, advanced biotech insofar as they intersect with cyber/AI. A major current focus is 
post-quantum migration – through this pillar we host a Post-Quantum Migration Consortium where 
companies and government agencies share progress and tools, effectively aligning efforts and making 
sure no one is left dangerously behind. We also explore policy for things like neurotech governance 
(linking with AI ethics from the other pillar). Preparing for “cryptographic and infrastructure shifts of 
tomorrow” is how we phrase it. A concrete output was our contribution to a National Quantum 
Security Strategy for one country, outlining steps to be taken by various ministries in a coordinated 
timeline (inventory by year X, pilot PQC by year Y, etc.), which is now serving as a template for others. 

Bridging the Structural Gap: Earlier we cited how without forward-looking frameworks, the world faces a 
“global structural security gap” where trust erodes and critical systems are exposed. CAGI’s overarching 
objective is to bridge that gap. We do this by: 

• providing foresight (so regulation and standards are not always lagging), 

• crafting practical governance frameworks (so innovation and adoption can continue but with safety), 

• and fostering international coordination (so we replace the patchwork with interoperability and 
common baselines). 

In essence, we are building the soft infrastructure – the norms, practices, communication channels, and expert 
communities – that need to accompany the hard infrastructure of new tech. One can think of CAGI as 
analogous to institutions created in other eras to manage epochal shifts (like the International Atomic Energy 
Agency for nuclear power, or the Internet Engineering Task Force for internet protocols). We aim to be a key 
part of the institutional landscape for the digital age. 

Engagement with Stakeholders: CAGI offers various membership tiers for public and private sectors, as seen 
in our founding documents. This is not just a funding model, but a way to ensure wide participation. Our 
members get access to our portal, events, pilots, and can contribute to working groups that draft guidelines. 
We find that this inclusive approach gets buy-in – people are more likely to adopt a policy if they had a hand 
in shaping it. And being membership-driven keeps us grounded in real-world concerns; our working groups 
on, say, AI governance include both those trying to implement AI and those regulating it, enabling a practical 
blend. 

A Quick Example – Achievements to Date: Consider the issue of deepfakes and AI misinformation. This cut 
across cybersecurity (information integrity), AI (generative models), and even cognitive security (how people 
perceive truth). CAGI convened a task force with social media firms, journalists, AI developers, and 
policymakers. The result was a set of guidelines for handling AI-generated content, which influenced the EU’s 
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policy on labeling deepfakes. We also pushed for investment in tech solutions (like cryptographic provenance 
of media). This exemplifies how we bring stakeholders together, anticipate a problem (we started this in 2019 
before deepfakes hit mainstream worry), and produce outputs that feed into policy and industry action. 

In conclusion, CAGI sees itself as an enabler and coordinator for all the disparate efforts needed to govern the 
technological revolution underway. We don’t claim to have all the answers, but we strive to ask the right 
questions early, convene the right people, and pilot answers that others can scale. The complex entangled 
issues described in this briefing demand exactly such an approach – no single actor can go it alone. CAGI’s 
neutral, global, and forward-looking structure is designed to fill the void between siloed national efforts and 
the borderless nature of the challenges. 

As we move to the final call to action, we reaffirm CAGI’s commitment to continue evolving this governance 
infrastructure. The initiative is young (reflecting how new these challenges are), but it is growing rapidly, 
showing that there is appetite and urgency among diverse stakeholders to collaborate. We invite more leaders 
and organizations to join us in this mission, as what’s at stake is nothing less than the secure and prosperous 
trajectory of the digital future. 

 

Conclusion: A Call for International Cooperation and Governance Maturity 

We stand at a crossroads in the history of technology and society. Down one path, we see the unchecked 
acceleration of AI, quantum computing, and neural interfaces leading to fragmentation, conflict, and potential 
disaster – a future where governance fails to rein in risks and we lurch from crisis to crisis. Down the other 
path, we envision a future where these technologies are thoughtfully managed and globally coordinated, 
delivering enormous benefits while safeguarding humanity’s values and security. The difference between 
these paths comes down to choices we make today about cooperation, oversight, and responsibility. 

This executive briefing has reframed the so-called “technological singularity” not as an unstoppable tsunami, 
but as a challenge that can be shaped by human governance. We have argued that what might look like a 
technological fate is in fact a policy and leadership test. Will we rise to the occasion? The answer must be yes 
– and the time to act is now. 

International Cooperation is Imperative: No country or organization can tackle these issues alone. AI 
algorithms traverse the internet in seconds; a vulnerability in one country’s critical systems can be exploited 
from across the globe. Quantum decryption, if achieved by one nation in secret, would undermine the security 
of all others. And the misuse of neurotechnology in one jurisdiction could set precedents that affect human 
rights everywhere. We therefore call on the international community to elevate tech governance to a top-tier 
diplomatic priority. Just as climate change and nuclear non-proliferation demanded global frameworks, so too 
do AI safety, cyber stability, and neurorights. We need forums for regular heads-of-state dialogue on tech risk 
(beyond ad-hoc summits), and we need the equivalent of “arms control treaties” for things like autonomous 
weapons and surveillance AI. Encouragingly, history shows that rivals can find common ground when survival 
is at stake – Cold War adversaries forged nuclear arms agreements; similarly, in 2023 the US and China opened 
dialogues on AI safety because neither wants an AI mistake to spark conflict. These efforts must intensify and 
include more stakeholders (the EU, India, developing nations, etc., as equal voices). A concrete suggestion is 
to establish a UN Tech Governance Council or empower an existing body to systematically handle these issues, 
with input from experts. Furthermore, information-sharing agreements – for instance, on AI incidents or 
quantum breakthroughs – can build trust. The Center for AI Safety’s statement we cited, signed by global tech 
leaders, highlights a consensus among experts that extinction-level AI risks require global action. We have the 
high-level acknowledgment; now we need the mechanisms to act on it. 

Governance Maturity over Raw Adoption: It is tempting for organizations and nations to pursue the latest 
technologies for competitive advantage, sometimes with a “move fast and fix later” mindset. Our briefing 
underlines how dangerous that is when dealing with powerful, general-purpose technologies. We urge all 
stakeholders to embrace governance maturity – which means developing and investing in the processes, 
institutions, and cultures that can manage technology responsibly. A mature governance approach is one that 
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is proactive, not reactive; holistic, not siloed; iterative, not static. It values long-term stability over short-term 
gains. Concretely, this could mean a company deciding to delay a product launch by a few months to properly 
vet AI safety, rather than rushing to market – a sign of wisdom, not weakness. It could mean a government 
choosing to collaborate on setting international norms even if it slows down certain deployments domestically 
– recognizing that mutual restraint can be wiser than unilateral exploits. 

We also emphasize infrastructure in the governance context: Just as we budget for and build physical 
infrastructure, we must budget for and build regulatory and cooperative infrastructure. That includes funding 
research on safe AI and cryptography (a public good), training a new generation of tech-savvy policymakers, 
and modernizing laws and standards at the pace of innovation. It’s essentially “future-proofing” our 
governance systems. As noted, frameworks like CAGI’s pillars (Cyber Futures, AI Governance, Quantum 
Readiness) can serve as scaffolding – ensuring we cover immediate, medium, and long-term horizons in 
parallel. Adopting such frameworks widely, and committing to update them as technology evolves, is part of 
governance maturity. 

Key Recommendations and Commitments: By way of summary and final recommendations, we propose the 
following actions: 

• Global Accord on AI Safety: Initiate a process towards a global agreement (even if non-binding at first) 
on governing advanced AI, including commitments to share safety research, to test AI models above 
a certain capability threshold for dangerous behavior, and to refrain from weaponizing AI in ways that 
lack human control. A start could be a coalition of willing nations and companies agreeing to principles 
that could later inform formal treaties. 

• Accelerate Post-Quantum Transition: Treat the cryptographic transition as a global emergency project, 
akin to public health campaigns. This means setting clear domestic deadlines (as the US has done for 
2035) and offering support to sectors that lack resources (perhaps an international fund to help 
developing countries upgrade critical infrastructure crypto). International financial institutions (World 
Bank, IMF) could tie cyber-resilience (including quantum readiness) into their development programs, 
recognizing that a breach anywhere can have global repercussions. 

• Neurotech Ethics Taskforce: Establish a multi-stakeholder taskforce on Neurotechnology and Human 
Rights under the UN or World Health Organization, to develop guiding principles for neurorights and 
a model law that countries can adapt. This group should include neuroscientists, ethicists, tech 
companies working on BCIs, and citizen advocates. The goal: get ahead of abuses by creating an 
expectation of rights (mental privacy, consent, etc.) and perhaps a monitoring mechanism for 
neurotech trials and uses worldwide. 

• Integrate Tech Governance into Corporate ESG: Environmental, Social, Governance (ESG) criteria have 
become a benchmark for responsible business. We argue that Tech Governance should be explicitly 
part of ESG – maybe call it “digital responsibility.” Investors and rating agencies could then evaluate 
companies on how well they manage AI/quantum risks, much as they do for data privacy or carbon 
footprint. This would create market incentives for governance maturity. Boards should include this in 
their oversight, as mentioned, and disclose their efforts. 

• Public Engagement and Education: Launch public awareness campaigns about AI, cyber, and emerging 
tech risks in a balanced way – to build support for measured governance (not to spark panic, but to 
create understanding that, for example, an international AI agreement is as sensible as a nuclear arms 
agreement). Educated citizens are less likely to fall for misinformation and more likely to demand 
accountability from tech producers and governments. For instance, campaigns on deepfake 
awareness, on why encryption matters for everyone, or even on the importance of not delegating 
critical thinking to AI, can strengthen societal resilience. 

• Empower and Support Neutral Hubs like CAGI: Lastly, we urge support for neutral, international 
initiatives (not just CAGI, but others in this ecosystem, such as the Global Partnership on AI, academic 
networks, and standard bodies). These provide the channels for cooperation and capacity-building. By 



Copyright: The Cybersecurity& AI Governance Initiative  

contributing expertise, funding, or simply participation, stakeholders can amplify the collective effort. 
We at CAGI commit to continue acting as a convenor and resource. We will expand our chapter 
network to more countries, intensify our pilot projects, and ensure our foresight reporting stays 
cutting-edge, so policymakers and organizations aren’t caught off-guard. 

In closing, the choice between a future of collapse and a future of strategic direction lies in whether we can 
develop shared guardrails in time. Technology will continue to advance – that is inevitable. Whether it 
advances in a chaotic free-for-all or along a guided path we’ve mutually agreed on is up to us. A comparison is 
often made to the Industrial Revolution: it brought tremendous progress but also turmoil until labor laws, 
safety standards, and international trade rules caught up. We are in a digital revolution of even greater scale. 
Let us learn from history and not leave the “governance lag” too long. Every month saved in proactively 
addressing these risks is perhaps a year saved in crisis management later. 

The Cybersecurity & AI Governance Initiative calls on all reading this briefing – whether you are a CEO, a 
government official, an academic, or an engaged citizen – to recognize that governance is the hidden 
architecture that will determine if we thrive or stumble. We invite collaboration, questions, and partnership. 
The challenges are immense, but so is human ingenuity when we work together. As one leading AI researcher 
noted, we need the same level of global effort on AI risk as was mobilized for nuclear risk. The same applies 
across the board. 

By investing in governance infrastructure and international cooperation now, we can ensure that the 
entangled technologies of AI, quantum computing, and neural interfaces develop under guidance and 
guardrails – preventing collapse and enabling a future of growth, security, and human dignity. The time to build 
that future is today. Together, let us take the responsible path. 
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